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Koolmesh System Security V3 
 

 

Introduction:   

 
The Koolmesh system is based on the high speed, low powered “Bluetooth Low Energy” (BLE) wireless technology 

and International Specification IEEE 802.15.1. The system uses the BLE SIG 5.0 Nordic nRF52832/ nRF52840 

chipset and SIG Mesh Version 1.0.1.  

There are three levels of security in Koolmesh system, they are Bluetooth MESH Application and Network 

Security, Communication Channel Security, AWS Cloud Security. 

 

 

 
 

 

Bluetooth MESH Application and Network Security 
 

1. Bluetooth Mesh Protocol 

 

Encrypting and authenticating messages at the upper transport layer and network layer is designed to secure 

communications within the mesh network against eavesdroppers and malicious attacks. Each layer maintains 

distinct keys to allow separation between application and network entities. 

 

All messages are encrypted and authenticated using two types of keys. One key type is for the network layer 

communication, such that all communication within a mesh network would use the same network key. The other 

key type is for application data. Separating the keys for networking and applications allows sensitive access 

messages (e.g., for access control to a building) to be separated from non-sensitive access messages (e.g., for 

lighting). There are no unencrypted or unauthenticated messages within a mesh network. 

The BLE SIG 5.0 Standard covers requirements for this, including 

 

⚫ Encryption and Authentication    

All Bluetooth mesh messages are encrypted and authenticated 

 

⚫ Separation of Concerns 

Network security, application security, and device security are addressed independently 
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⚫ Area Isolation 

         A Bluetooth mesh network can be divided into subnets, each cryptographically distinct and secure from the 

others 

 

⚫ Key Refresh 

Security keys can be changed during the life of the Bluetooth mesh network via a Key Refresh procedure 

 

 

⚫ Message Obfuscation 

Message obfuscation makes it difficult to track messages sent within the network and, as such, provides a 

privacy mechanism to make it difficult to track nodes 

 

⚫ Replay Attack Protection 

Bluetooth mesh security protects the network against replay attacks 

 

⚫ Trashcan Attack Protection 

Nodes can be removed from the network securely, in a way which prevents trashcan attacks 

 

⚫ Secure Device Provisioning 

         The process by which devices are added to the Bluetooth mesh network to become nodes is a secure process 

 

More details please refer attached link https://www.bluetooth.com/blog/bluetooth-mesh-security-overview/ 

Or refer to Mesh Profile / Specification   Revision: v1.0.1    2.3.9 Security 

 

 

 

2. Over the Air (OTA) update 

 

The Koolmesh system is fully compliant with the SIG 5.0 standard in the Bluetooth layer. The SIG 5.0 Standard 

ensures continual monitoring of potential security threats. Therefore if a potential threat is detected against 

the current SIG 5.0 protocol, the protocol will be updated, and Hytronik / Koolmesh will follow this, and 

update our protocol immediately. If required, an applicable update can be implemented to an existing 

network system, via an “Over the Air” (OTA) upgrade by the manager for the site network.  All OTA updates 

for the firmware are protected by the Koolmesh protocol, and only the Koolmesh App or Koolmesh enabled 

gateway can gain access to the Koolmesh firmware server to request an update. All firmware is encrypted on 

both the application side and network side. Every time the user requests a update via the App, it will send 

the user’s token and sign to the server to authorize access. When the authorization is approved, the server 

will send out the encrypted updates through the internet to the App. The App will again check the sign and 

token, before decrypting the update and installing it on the device.  

 

 

 

3. Account ownership, Project, Network, Permission Management and Authorization Levels of installation:  

 

In the Koolmesh system, there are three account identities or “levels” for a single mesh network: 

• Installer;  

• Admin;  

• Sub-user; 

 

https://www.bluetooth.com/blog/bluetooth-mesh-security-overview/
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Admin:   

This identity / level has full access to the network, including ability to add or delete installers to the network; add 

or delete sub-users; and give the sub-users different layer permissions of network functions. One mesh project 

/network will only have one Admin level account but can have many installers or sub-users. If the Admin does not 

want to manage the project /network anymore, they can transfer the ownership to another user by creating a 

unique QR code (with encrypted key as previously mentioned). Then the project / network will disappear from the 

Admin’s account when transferred. Admin can manage the sub-user’s permission levels e.g. Only open control 

access to the sub-user, but do not allow them to change sensor’s commissioned settings or scene setting. These 

permissions can be set in the Koolmesh App Project management and permission manager or section. 

 

 

Installer:   

This identity / level is intended to commission the network, so has full access to the network, and manages the 

network, which includes adding or removing nodes from the network; changing mesh settings or single devices 

settings and conducting OTA upgrades (usually conducted during commissioning phase). If the Installer that has 

created the mesh network does not transfer the network to any other Admin level user, this Installer can add a 

new Installer to this network. However they cannot add sub-users, as this is covered by Admin level (usually after 

commissioning phase has been completed).   

  

When the Installer adds a new installer account to this network, the App will generate a QR code and an 

encrypted, randomized key (remains open and valid for 1 hour). So the new installer can use the Koolmesh App to 

scan this QR code or key in the encrypted randomized key to get access to the same network. All the authorization 

process is done within the Koolmesh App.   

  

After the installer has finished the commissioning on site, they can “transfer” the ownership of the network to the 

Admin account, there is “transfer” available. They will need to enter their account password generating a QR code 

and complete this process. After the “ownership transfer” is completed, this network will disappear from the 

installer’s account, and will appear on the Admin’s account instead.  

  

 

Sub-User:  

Managed by the Admin level user, the Sub User identity / level does not usually have the full access and 

permissions to the network. This level cannot transfer or add Installers. Again, this identity can be authorized by 

the Admin level to have different layer permissions e.g. only permit on/off control of the luminaires.    

  

All the authorization processes are protected by the Koolmesh protocol, and all the encryption keys are generated 

randomly, and are unrepeated (as detailed above). All the account data are encrypted and saved, with backup on 

the cloud servers.   

  

 

 

 

 

2. Communication Channel Security 

 
There are among several communication channels though out Koolmesh system, including  

  

Channel 1   Node and Node, node and mobile phone or gateway 
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Channel 2   Mobile phone and Cloud 

Channel 3   Gateway and Cloud  

Channel 4   Cloud and Web platform 

Channel 5   Cloud and Open API 

 

All these channels are secure by below ways (except channel one, channel one is secure by the Bluetooth MESH) 

⚫ 8 changeable passwords 

Combination of uppercase and lowercase letters, numbers, and special characters 

 

 

⚫ AES 256 symmetric-key encryption cipher 

All the Koolmesh node data packages can only be encrypted or decrypted by the Koolmesh App, and/or or the 

Koolmesh enabled gateway. There is no other method, 3rd party equipment or software that handles the mesh 

data packages. All the data format and encryption methods are bespoke to the Koolmesh system, and not used or 

shared with any 3rd party. Koolmesh has two very important elements to protect the data when it is being 

transferred to the cloud server: 

 

 

• Element 1: “Token”:  

As the user logs in, the person will provide user authentication information (such as account and password 

details) to the server; and the server returns a “Token” to the client’s account after authentication. When the 

user sends / requests information again, this token is attached with it. If the token is received, the data will be 

returned.  

• Element 2: Message signature (“sign”):  

This uses ASCII code, including the first “Token” element, using MD5 (“fingerprint file”) encryption to generate 

a secondary “sign” signature; and then every time you “call” the system for user information after logging in, 

the system uses both the “Token” and “Sign” parameters for authentication.   

 

⚫ CBC (Cipher Block Chaining) / PKCS5Padding 

 

 

 

 

3. AWS Cloud Security 

 

Koolmesh cloud services are hosted on the Amazon Web Services which located at Frankfurt. Cloud security at AWS 
is the highest priority. More detail please refer to attached link  
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html 

 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html

